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Abstract

We investigate how to ensure efficiency (in the eco-
nomic sense of the word) in structured networks, with a
focus on heterogeneity. A network is structured if the
network designer has predefined some relationships
between individuals (aka. nodes). Structured networks
have turned out to be surprisingly efficient — at least as
long as nodes face the same costs and benefits, i.e., are
homogeneous [25]. However, the homogeneity as-
sumption is unnatural and restrictive. Economic expe-
riments in general (not with a focus on structured net-
works) suggest that heterogeneity is in the way of effi-
ciency, i.e., reduces the sum of all payoffs. This is be-
cause individuals favor outcomes where everybody
earns the same. This paper describes behavioral ex-
periments that investigate this issue, i.e., the influence
of heterogeneity on efficiency in structured networks.
We show that most nodes in structured networks coop-
erate even if they earn less than others. Our explana-
tion is that — with our design — competition enhances
cooperation. This effect is rarely observed with other
networks as well as in other, less specific settings
where competition is in the way of cooperation. This
result is an important step towards establishing net-
works that yield more tangible payoffs for its nodes.

1. Introduction

With the proliferation of the internet, the question how
to ensure efficiency (in the economic sense of the
word) in networks is fundamental. In networks, nodes
are connected with other nodes they can interact with.
A node may be a human or a system node whose be-
havior is controlled by a human. So the question how
humans behave in networks is important. The network
is efficient if all nodes behave cooperatively in any
interaction. Given that nodes maximize their own in-
come, i.e., behave competitively, networks often do not
reach high levels of cooperation and therefore effi-
ciency. If nodes behave competitively, economic the-
ory predicts that no exchange of services will take
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place. Thus, how to design networks where nodes are
motivated to contribute and continue to do so?
Behavioral experiments [26] show that structure can
increase cooperativeness in networks and help to over-
come the negative effects of competition on efficiency.
’Structure’ means that nodes cannot freely choose their
interaction partners; instead, some authority has as-
signed them, at least to some degree. In online com-
munities, a system designer obviously is in the position
to specify the structure (even though discussing con-
crete applications is beyond the scope of this paper).

1.1 Benefits of Structure

A core contribution of this paper is to offer a plausible
explanation for this important finding (the one that
structure incurs cooperation — previous work has only
observed the phenomenon [26], but has not offered an
explanation) and to substantiate it by means of behav-
ioral experiments. To obtain such a deeper understand-
ing, this paper will show that an investigation of the
heterogeneous case is helpful. I.e., how does a node be-
have if it interacts with another node whose benefit
from a service executed is significantly higher? Two
motives might play a role: fairness and competition. (1)
Fairness means that individuals favor outcomes where
everybody earns the same. Ensuring fairness is prob-
lematic in the presence of heterogeneity. Here, the
payoff for all individuals is equal only if the system
processes less service requests issued by ‘privileged’
individuals. But on the other hand, this reduces effi-
ciency. (2) While heterogeneity is a problem of two
person interaction, it is not a problem in competitive
markets. If persons behave competitively, the outcome
of the market can be very heterogeneous: The better
trader gets more since he is a better trader. In this sense
competition is a stabilizing factor. Both motives, fair-
ness and competition between nodes, might influence
node behavior in networks.

Example 1: Think of a network where nodes offer
services, and other nodes want to consume these ser-
vices. A node is both client and server — it offers one or
several services and at the same time wants to consume



services offered by others. We assume that services
offered are evenly distributed over the network, i.e., it
is not the case that some nodes offer ,better’ or more
attractive services than others. We distinguish between
issuers, intermediate nodes (aka. forwarders), and res-
ponders: An issuer issues a service request and sends it
to another node it is connected to. This recipient typi-
cally is an intermediate node, i.e., it may forward the
request, be it to another intermediate node, be it to the
responder. A responder may then process the service
request. We assume that there always are several po-
tential forwarders, i.e., nodes Ny, ..., N where a node,
subsequently referred to as N, can forward the service
request to. Our assumption is that in structured net-
works — in contrast to networks without structure —
there always is a minimal number k of potential for-
warders, i.e., 1 2 k, and k > 2. Node N;, the forwarder
chosen by N, has to take a decision: Should it forward
the service request or ignore it? In this context, several
aspects play a role: (a) Ignoring a message reduces the
benefit of another node. In this way, N; can ensure
fairness. Suppose that N earns 5 times the amount N;
earns with a service execution, and N; knows this. To
reach equal, i.e., fair payoffs, it only processes every
fifth request obtained from N. (b) Suppose that N; for-
wards significantly less service requests obtained from
N than N; (i # j). N will observe this eventually. A nat-
ural reaction of N will be that it likewise does not for-
ward any/forwards fewer requests obtained from N;.
This will either harm N; directly (if N; has issued the
request), or, if N; has been a forwarder, bring down
Ni’s reputation with its other contacts. Thus, to avoid
such behavior by N, N; should be about as reliable as
N; — N; is in competition. Since, by definition, the
structure of structured networks is given, at least to
some degree, N; cannot defy this competition ofthand,
i.e., without leaving the system at least temporarily. =
The research question of this paper is: Which behav-
ioral motive — fairness or competition — is stronger?
Suppose that N profits much more from the processing
of a request it has issued, compared to others. Given
that many individuals value fairness highly [9], will N;
’punish’ N? Or will N; cooperate with N, in the spirit
of competition? — In homogeneous systems where fair-
ness is more or less given, this conflict (the one be-
tween fairness and competition) does not occur. Hence,
structured networks that are heterogeneous allow to
study how strong (in qualitative terms) competition is
as a behavioral motive.

1.2 Method

We now briefly discuss which method is appropriate to
address the questions raised above. The following me-
thods have been applied in the past to analyze net-

works: (a) game theory, together with a cost model,
i.e., formal analysis, (b)simulations, (c) behavioral
experiments, and (d) observation of node/participant
behavior in existing real-world systems.

(a) is not feasible here because it assumes rational be-
havior. However, existing game-theoretic models can-
not explain fairness, i.e., the assumption is too strong.
The rationality assumption does not necessarily hold in
networks. We can observe this in existing settings, e.g.,
P2P filesharing: Game-theoretic models predict that
nodes free-ride [11][16]. Some cooperate nevertheless,
according to measurement studies [1].

Regarding (b), which behavior exactly is it which we
could simulate? If we knew which behavioral motive is
stronger, we could of course explore efficiency and
stability of the network by means of simulations, but
this question needs to be explored first. (d) is not an
option either: We are not aware of any real-world net-
work that is structured, and nodes are autonomous.
From a slightly different perspective, our objective is
complementary to the one of measurement studies on
existing systems, as we try to foresee system characte-
ristics at development time. Further, (d) does not let us
control all factors which could influence node beha-
vior. A certain network may have specific characteris-
tics, e.g., it is new, and participation is fashionable, or
there may be other (informal) networks which exist in
addition, beyond our control. We need to rule out that
such effects influence results.

The approach of our choice is (c). We derive hypothe-
ses from known patterns of human behavior and eva-
luate them by means of experiments with humans. This
method (behavioral experiments) is widely used by ex-
perimental economists, see e.g. [3][8][29], when exist-
ing economic models do not explain human behavior.
A slight disadvantage might be that one frequently can
only obtain qualitative results, at least when system
complexity goes beyond a certain point [19].

1.3 Results

Our main findings are as follows: For structured sys-
tems with heterogeneous nodes the desire for fairness
does not play much of a role. Competition among
nodes is the dominant behavioral motive and fosters
cooperation. In our own previous work [25][26], we
have shown that structure fosters cooperation — in the
homogeneous case. There, 91.7% of the individuals
play reciprocal cut-off strategies. l.e., they cooperate
with someone if he has been cooperative in the past.
Here, we show that the degree of cooperation in the
heterogeneous case is roughly the same as in the ho-
mogeneous one. In this way, we show that structure
leads to cooperation in the heterogeneous case as well.



Paper outline: Section 2 reviews related work. We de-
scribe the basic concepts of structured P2P systems in
Section 3. In Section 4 we derive hypotheses concern-
ing our experiments, which we evaluate in Section 6
using the experiment design introduced in Section 5.
Section 7 features a discussion. Section 8 concludes.

2. Related Work

Measurement studies of existing P2P systems have
shown that nodes in such networks tend to behave un-
cooperatively [1][24]. They download content offered
by others without contributing to the system. [22]
shows that such behavior, called free-riding, can lead
to the break-down of the system. Hence, ensuring co-
operation is essential in such systems.

From an economic perspective, competition influences
the behavior of interaction partners. In competitive si-
tuations, the degree of cooperation tends to be low in
general. The effect of this antagonism is that ensuring
efficiency is difficult in many situations. For instance,
think of unstructured P2P systems for file sharing:
Nodes compete for bandwidth of others to download
files [10]. Such systems cannot guarantee efficiency
and therefore high payoffs. One exception are feedback
systems. For them, Bolton et al. [3] recently showed
that adding competition can increase efficiency.

Smith observes that competitive markets exist where
selfish behavior of individuals maximizes the overall
payoff (i.e., efficiency) [30]. However, subtle design
issues can have a significant effect on the outcome and
can even decrease efficiency: Behavioral experiments
on interactions with two participants show that the sit-
uation is even worse if the participants are heteroge-
neous, i.e., they gain different benefits or face different
costs from their (same) actions'. Humans try to ensure
fairness [7][14], i.e., ensure that the payoffs are equal.
This usually leads to a further decrease in efficiency
[7]. However, while heterogeneity is a problem of two-
person interaction, it is not a problem in markets that
face only competition. Here, competition ousts fair be-
havior [12], i.e., even ‘fair-minded’ people behave self-
ishly under competition.

3. Structured Peer-to-Peer Systems

This section is a short overview of structured P2P sys-
tems and Content-Addressable Networks (CAN) in par-
ticular. In our analysis, we will focus on CAN as an in-
stance of structured networks. Here, the service requests
mentioned are simply queries. Even though our experi-

! We use the term ‘payoff’ when referring to the total income
of a participant over the entire lifetime, whereas benefits
and costs are characteristics of single actions.

ments are based on the grid structure, we expect our
findings to be applicable to other structured networks
as well, as we will explain at the end of this section.
Structured P2P systems such as CAN [23], Chord [32]
or Pastry [31] maintain large sets of (key, value)-pairs.
A hash function that is commonly known maps each key
to a certain location in the key space. The key space is
divided into peer zones. Each node is responsible for
one zone, i.e., administers all pairs whose key falls into
its zone. Next to the zone, each node administers a list of
nodes with adjacent zones and their zones. When a node
issues a query (asks for a certain key), it hashes the key
to the corresponding location in the key space, the query
point. If the query point lies in its zone, the node itself
already has the query result, namely the value. Other-
wise, it forwards the query to the neighbor node closest
to the query point. This recurs until the query finally
reaches the node having the query result. This node then
sends the query result to the initial sender.

Example 2: Figure 1 shows a CAN. The keys are trans-
formed to two-dimensional coordinates using a hash
function known to all nodes. The (key, value)-pair
(“Mars*, “Chocolate Bar”) is mapped to the coordinates
(0.45, 0.3). Each square in the figure represents a peer
zone. L.e., Node N, stores the value corresponding to
(“Mars”). If Node N’ is interested in information con-
cerning “Mars”, it can forward its query using one of its
contacts: Node N;, N, or Nj3. Therefore, “Mars” is first
transformed into the coordinates (0.45, 0.3) using the
public hash function. The query is then forwarded to the
node closest to (0.45, 0.3), Node N,. Node N, does not
administer the key “Mars”, hence it forwards the query
to one of its contacts until the query arrives at Node N,.
Node N; finally sends the query result to Node N’. .
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Figure 1: Content-Addressable Network

Structured P2P systems have two important properties:
First, all nodes interact with their contacts only. Second,
several nodes have to cooperate to answer a query. Un-
der realistic assumptions, if only 5% of the nodes are
uncooperative, 40% of the queries in such a system re-
main unanswered [4].



To distinguish between cooperative and uncooperative
nodes, each node can monitor the behavior of its con-
tacts. More specifically, it observes if the messages it
has sent to a neighbor have been answered. (If not, it
does not know whether its neighbor or a subsequent
node have dropped the message.) Based on its observa-
tions, each node can decide for itself which contacts it
deems cooperative. Further, it can decide whether to
process a request received from a contact and which
contact to forward it to, when necessary. Experiments in
the homogeneous case have shown that nodes forward
queries only for nodes they deem cooperative [25].

We assume that each node benefits when receiving
answers for queries, while it faces costs when for-
warding, issuing or answering one. In what follows, we
only consider scenarios where the benefit of obtaining
an answer for a query exceeds the sum of the costs of
processing it.

Our findings should be applicable to any system allow-
ing for indirect partner interaction and competition. /ndi-
rect partner interaction means that (a) an individual
provides services on behalf of strangers, and (b) direct
interaction only occurs between nodes which interact
frequently, i.e., partners [26]. In Chord for instance, if
nodes are autonomous, indirect partner interaction
takes place: Each node can access the information
stored by any other node (stranger) by only interacting
with the nodes in its finger table (partners). Competi-
tion takes place as well: If a node deems another node
untrustworthy, it can forward its queries via a third
node in the finger table in most cases.

4. Hypotheses

From an economic perspective, the designers of struc-
tured networks face a market-design problem. The sys-
tem is a market of services. Each node controls a frac-
tion of the services in the system and can request some
services. An objective of market design is Pareto-
efficiency [33]. An allocation is Pareto-efficient if no-
body can increase his payoff without someone else
facing a decreased payoff. As this definition is difficult
to observe in complex settings, we define a market to
be efficient if the sum of all payoffs is maximal. This
goal is in line with the goal of the designer of a struc-
tured network: From his perspective, systems are opti-
mal if the sum of the payoffs of all nodes is maximal.
This is the case if all nodes fully cooperate, and all
requests are processed properly.

Whether efficiency is reached depends on several de-
sign issues. In Section 4.1 we discuss the impact of
fairness on efficiency, before we reason about the im-
pact of competition in Section 4.2. Using these discus-
sions we derive our hypotheses in Section 4.3.

4.1 Cooperation in Two-Person Interaction

To better understand structured networks which consist
of two-person interactions (e.g., a message is for-
warded from one node to another one) and the evolve-
ment of cooperation over time, we use the helping
game [29] as an example: One participant has the role
of a donor, while the other one is the recipient. The
donor can decide to make a donation c. In this case, the
recipient receives a benefit 5. The cost of donating c is
lower than the benefit b of the recipient. If the donor
decides not to donate, both participants do not receive
any reward. Game theory predicts that nobody will
donate. But behavioral experiments [29] show that
some participants (approximately 22%) actually do.
The motivation for such cooperative behavior is called
fairness. But fairness also implies that participants fa-
vor the same payoffs for all. Literature predicts [9] that
this is counterproductive in case of heterogeneity, e.g.,
if the recipient is known to be ‘rich’ already when the
game starts: Inequality usually leads to a decrease in
cooperation and efficiency due to fairness considera-
tions [9]. Given a scenario where the recipient is al-
ready rich, the donor would not give him any money.
In other words, participants have an “inequality aver-
sion”, i.e., prefer allocations where all participants
have the same payoff and choose their actions accord-
ingly?. This reasoning predicts a decrease in efficiency
for structured networks that are heterogeneous.

4.2 Competition

In systems without competition cooperation tends to
decrease with the size of the network: [13] describes an
experiment where nodes form a circle, and service re-
quests are routed along the circle (comparable to a one-
dimensional CAN). In the experiment, participants
only show conditional reciprocity, i.e., Participant A
cooperates on the same level with B as the predecessor
C of A in the circle cooperates with A. This leads to a
decrease of cooperation with increasing network size.
In the presence of only one free-rider, the system col-
lapses: the neighbors of the free-rider stop cooperating,
then their neighbors etc. The situation changes if com-
petition is introduced, i.e., if nodes can forward re-
quests along different routing paths.

Example 3: Node N’ wants to issue a query (see Fig-
ure 1). It can forward it to one of its neighbors (N, N, or
N;). If N” chooses to forward the query to Ny, N; has to
decide whether to forward it or not. The reasoning from
Example 1 is applicable here as well. N is in competi-
tion with N, and Nj3. In a structured P2P system without

? Heterogeneity has never been a focal point in the analysis
of the helping game.



replication only one node exists which can answer a
given query (N in the example). Nevertheless, potential
responders face competition as well. Ny can observe the
fraction of queries answered which it had forwarded to
N,, Ny and N,. If this fraction for N lies significantly
below the one of the other neighbors of Ny, Ny is hkely
to be less cooperative with N;.

In presence of competition, nodes play reciprocal cut-
off strategies [25]. (When Node A plays a cut-off strat-
egy, it cooperates with Node B if B’s degree of cooper-
ation in the eyes of A exceeds a certain cut-off value.)
These strategies work independently of the network
size and even in the presence of free-riders. Reciprocal
cut-off strategies are beneficial in structured networks
where partners interact, but not in unstructured ones
where interaction primarily is between strangers.

4.3 Predictions for Our Experiments

Section 4.1 has argued that heterogeneity in structured
networks leads to inefficiency. Section 4.2 gives way
to another conclusion. The motive ‘cooperation’ makes
nodes contribute in structured networks. Competition
in turn might be the motive for accepting heterogene-
ous outcomes. Put differently, a node can be replaced,
but a sequence of cooperative nodes is necessary to
process a request. All this calls for a holistic analysis.

In our setup, we expect competition to be the stronger
motive: As mentioned, an individual is interested in
having a good standing in the eyes of his contacts. If a
node drops several queries from another one, his stand-
ing becomes worse. Consequently, the probability that
its queries in turn are processed properly goes down as
well. Hence, we formulate the following hypotheses:

Hypothesis No Strategy Change: Strategies do not
change under heterogeneity:
a) Nodes do not change their strategies towards a
node which earns more.
b) Even if the distinguished nodes, i.e., the ones
whose utilities are different, are known, this
does not result in different payoffs.

Hypothesis Payoff/Efficiency: Payoff and efficiency is
the same in the homogenous and the heterogeneous
case: The payoff of a node (with fixed benefit) is the
same in the homogeneous and in the heterogeneous
case. Introducing heterogeneity among nodes does not
influence the payoff of nodes.

Another reaction to heterogeneity might be that nodes
leave the system, i.e., stop issuing and processing any
queries, because they deem it unfair. We do not expect
such behavior. Namely, participation is beneficial
when each node looks at itself in isolation.

Hypothesis No-Leaves: Nodes participate at the same
level in homogenous and heterogeneous systems. I.e.,
they issue queries at the same rate in the heterogeneous
system as in the homogeneous one.

5. Experiment Design

To analyze how efficiency is reached under hetero-
geneity, we use behavioral experiments. In these exper-
iments, a participant controls the strategy of one node
in a CAN. Each participant decides whether the con-
trolled node forwards, answers or issues a service re-
quest/query (for each request individually) and decides
which contact to forward the request to.

5.1 Experiment Environment

We conducted the experiments in rounds.” Each node
was allowed to issue one service request per round. The
participant decided whether to do so in each round. For
each incoming query, a participant could choose wheth-
er to process the query (i.e., forward or answer it) or not.
If he decided to process it, he was shown a list of all
nodes he could forward the query to.
In all treatments, nodes controlled zones of the same
size. All nodes had the same number of contacts. Hence,
they could expect the same number of incoming re-
quests. The experiment environment randomly genera-
ted the service requests for the participants.
In all treatments the participants knew which share of
their requests forwarded via a certain Node i the system
as a whole had answered. The experiment environment
displayed the value o for all contacts.

_ number of query results sent via i received

i

number of own queries issued via i
However, while a participant knew which fraction of the
requests sent by his node via Node i had been answered,
the environment did not reveal whether i or any subse-
quent node had forwarded/answered the request or not.
At the end of each round the participant was shown the
current total payoff of his node during the last round and
whether the experiment continued. The properties of
other nodes were kept secret.

The experiment environment hides some internals of the
network from the participants: For instance, it manages
the list of contacts. When forwarding or issuing a query,
it calculates the distance of all contacts to the node
which could answer the query. It then shows a list of
contacts ordered by their distance to this contact, togeth-
er with some statistics on their past behavior (see the
screenshots on our web page for details).

> See http://www.ipd.uni-karlsruhe.de/~schosser/wi08/ for
screenshots, a detailed description of the game (the written
instructions for the players) and detailed results.



We conducted the experiments with six participants
each and repeated them with ten groups, i.e., 60 indi-
viduals have participated in our experiments. To prevent
communication among the participants, their terminals
were separated from each other. They could not see the
assignment of nodes to other players.

5.2 Experiment Procedure

In the beginning of each experiment, participants were
randomly seated in the laboratory. During the first
20 minutes we introduced them to the game: We handed
out a description of the game in written form and played
several test rounds. Then we played different treatments.
A treatment consisted of twenty rounds, each without
discounting. We then rolled a ten-sided dice. The game
ended if it showed 1, otherwise it continued. This simu-
lates a discounting rate of 0.1. This approach is common
to diminish end game effects: Participants do not antic-
ipate the end of the game and behave as if it continued.
For each treatment, the nodes initially had a balance of
100 points. When receiving an answer for a request, the
balance increased by 20 points. Issuing a request cost
2 points, forwarding 1 point and answering a request
cost 5 points. This cost structure should reflect the costs
and benefits in structured networks: While receiving an
answer for a service request result imposes a big benefit,
issuing and forwarding incurs small costs, at least from
the perspective of the issuer: Only one request message
needs to be sent. Answering includes conducting the
service and sending the result to the issuer, hence the
costs are higher. If the costs of forwarding, issuing and
answering in sum were higher than the benefit of receiv-
ing answers for service requests, there obviously would
not be any incentive to participate in the system.

We played three treatments. The first one was equal to
the game described above (Baseline Treatment). Le., the
nodes had standard benefits. In the second treatment one
node was randomly chosen and received five times the
benefit of the other ones (Hidden Information Treat-
ment). In this treatment the participants did not know the
identity of the distinguished node. (They knew that there
was one such node.) Our last treatment was equal to the
Hidden Information Treatment, except that every par-
ticipant knew the identity of the distinguished node (In-
formation Treatment).

After the treatments we conducted a strategy game [28].
Such games are common in economic experiments: The
participants are asked to anonymously describe their
strategy in own words. While they tend to learn and re-
fine their strategies during the treatments, their behavior
in the strategy game tends to be mature. The strategies
may depend on treatment parameters and on the history
of the treatment. Participants are confronted with situa-
tions they know from the treatments, but on an abstract

level. IL.e., participants in the strategy game specify their
behavior for all situations they might encounter. From a
game-theoretic point of view, a strategy game lets us
observe complete strategies.

After the experiment, we paid all participants depending
on their success in the treatments. Their payoff corre-
sponded to the points earned in the treatments (€ 2.00
per 100 points). Each participant earned € 18.10 on av-
erage. In sum, we paid the participants € 1086.00 for
participating in the experiments.

5.3 Discussion of Experimental Setup

The exogenous parameters of our setup are (a) costs of
issuing, forwarding, processing a service request; bene-
fit of a service request processed, (b) degree of hetero-
geneity, (c) structure of the network, i.e., number of
neighbors and size of the network. Note that the level
of competition is an endogenous parameter and de-
pends on node behavior. In the following, we say why
an investigation with the values mentioned above
should give way to insights, and why we do not deem
an investigation of other values promising.

The cost structure (parameters of Category (a) and
’size of the network’) is not important as long as the
benefit of a service exceeds the total costs (i.e., costs
incurred for all nodes) significantly. (A parameter set-
ting where the costs exceed the benefit is not interest-
ing.) [25][26] give way to this conclusion — the deci-
sion which one of the few possible strategies a node
plays only depends on this difference and not on any
other characteristics of the exogenous parameters.
[25][26] features experiments with different parameter
values. Regarding the number of neighbors, partici-
pants play cutoff strategies in the homogeneous case,
with each neighbor separately, according to [25][26].
Both the group size and the overall number of partici-
pants are characteristics of behavioral economics experi-
ments in general, e.g., [2][5][6]. The number of partici-
pants mentioned is sufficient to reach statistical signi-
ficance in our context, as we will show. Further, six par-
ticipants per experiment are sufficient, for various rea-
sons: First, even if the participants realized that there
were six nodes only, this would not have influenced
their behavior — in qualitative terms: Our experiments
consider an extreme case where exactly one participant
has a significantly larger benefit than all others. Almost
all participants have him as neighbor and can punish
him. In one treatment everybody even knows him expli-
citly. Therefore, trying to be fair in the presence of hete-
rogeneity is more difficult in larger systems. Put diffe-
rently, if we can show for our extreme case that hetero-
geneity has no negative effect on efficiency, this will
also be the case in larger systems. Further, conducting
experiments with six participants is in line with the re-



sult by Selten [27] that more than five humans show the
same behavior as in larger groups.

Why does our evaluation rely on the strategy game?
Observing the user behavior in the explicit games does
not yield complete strategies. Further, our own experi-
ence shows that it simply contains too much noise. Fi-
nally, we told the participants that compensation would
depend on the strategies from the strategy game — we
therefore can expect truthful strategy descriptions in
this game. (We ended up paying the participants con-
tingent on their performance in the explicit games, but
participants have not been aware of this.)

6. Evaluation

In this section, we evaluate our hypotheses based on
the treatments and the strategy games conducted.

6.1 Hypothesis No Strategy Change

To analyze whether participants change their strategies
towards nodes that earn much more, we look at the
results of the strategy game of the Information Treat-
ment. Here we asked the participants to describe their
strategies towards the distinguished node and towards
the other ones. We only analyze 50 strategy games: We
ignore the answers of participants who controlled dis-
tinguished nodes.
Tables 1 and 2 list the results. We use three different
groups of strategies to classify the behavior observed:
a) Same strategy towards all nodes independent

of their payoffs.
b) More cooperative strategy towards the distin-
guished node.
c¢) Less cooperative strategy towards the distin-
guished node
Strategy Category # Players
Same strategy towards all | a) 38
peers
Queries sent to distin- | b) 10
guished peer preferably
Queries never sent to | c) 2
distinguished peer

Table 1: Behavior Changes When Issuing

In most cases the strategies towards the distinguished
node are the same as towards all other nodes (Cate-
gory a)). While several participants prefer to issue their
queries via the distinguished node (Category b)), only
few chose to never send any requests through it (Cate-
gory c)). This changes when it comes to forwarding
and answering. A majority of nodes still does not make
the distinction. Among the other nodes, fewer nodes
prefer to cooperate with the distinguished node over
other nodes, compared to issuing (Category b)). Fur-
thermore, more participants show uncooperative be-

havior towards the distinguished nodes (Category c)).
L.e., there is a small tendency among the participants to
punish the node earning more. But this tendency is
behind any statistical significance. On average, the
strategies do not change. Even in case of answering,
where more participants change their behavior towards
the distinguished node compared to issuing and for-
warding, a binomial test confirms this on a significance
level of 1%.

Strategy Cat. # Players
Answer Forward
Same strategy towards all | a) 34 37
peers
Queries of distinguished | b) 4 5
peer are handled preferred
to others
Queries of distinguished | ¢) 12 8
peer are not handled

Table 2: Behavior Changes When Answering/Forwarding

In addition, we analyze whether the payoff of the dis-
tinguished node changes between the Hidden Informa-
tion Treatment, where this node is not known, and the
Information Treatment. Table 3 shows the results. The
payoff decreases in half of the games, and it increases
in the other half of the games. l.e., we cannot confirm
at an acceptable significance level that the payoff in-
creases or decreases.

6.2 Hypothesis Payoff/Efficiency

To learn whether heterogeneity influences the efficien-
cy of the system, we analyzed the payoffs of all partici-
pants with standard payoffs in the Baseline Treatment
and the Hidden Information Treatment (see Table 3).
While the payoff of all nodes with standard benefits
increases in half of the treatments and decreases in the
other half, we cannot confirm that the payoff increases
or decreases at a certain significance level. le., al-
though the participants in the Hidden Information
Treatment know that another node earns a lot more
than they do, they keep playing as in the homogeneous
case. Thus, heterogeneity does not decrease efficiency.
The result is even more obvious when analyzing the
Information Treatment. Here, the payoffs of the peers
increase in seven out of ten groups.

These results also indicate that structured networks are
more efficient than unstructured ones: Measurement
studies of unstructured systems [1] show that 75% of
the participants resort to free riding. Studies of un-
structured systems with countermeasures against free
riding show [34] that 75% of the participants still be-
have in a way similar to free riding: They only contrib-
ute the absolute minimum enforced by the system. If
the participants were free-riding to this degree, we
could not have observed the high payoffs in our treat-



ments (compare the values in Column Info. Treatm. in
Table 3 to the theoretical maximum in a system with
cooperative nodes only and without forwarding: 20
(benefit of result) — 5 (cost of answering) — 2 (cost of
issuing) = 13). Table 4 shows the fraction of queries
processed. From these numbers, we conclude that
structure increases cooperation (as we have shown for
the homogeneous case [25][26]). In the latter ones,
only 12 out of 50 participants (24%) showed a tenden-
cy towards free-riding against the distinguished peer
(see Table 2). We could not analyze whether the partic-
ipants show free-riding behavior during the treatments,
due to noise and learning effects. Finally, we did not
observe any free-riding towards nodes with the same
payoff in the strategy games. This is in line with our
previous results [25][26],

Standard Peers Distinguished Peer
Baseline No Info Info No Info Info
Treatm. Treatm. Treatm. | Treatm. | Treatm.
1 9.16 8.72 10.21 53.87 53.33
2 7.40 10.57 11.87 87.33 22.80
3 7.01 7.65 9.01 88.40 66.53
4 9.21 5.81 9.17 42.27 42.67
5 5.56 5.67 7.89 80.73 53.87
6 9.50 8.71 743 75.27 81.73
7 8.63 10.25 9.67 46.13 67.60
8 8.49 10.36 10.37 73.87 73.60
9 6.01 3.49 7.95 12.60 61.00
10 6.61 1.92 5.27 23.40 30.47

Table 3: Payoffs Per Round

The Information Treatment confirms these results as
well. See the web page with the results for details.

6.3 Hypothesis No Leaves

To analyze whether participants tend to leave the sys-
tem when heterogeneity is introduced we look at the
number of queries issued per node. Here, we do not
consider the distinguished node. See Table 4.

Baseline No Information Information

Treatment Treatment Treatment
Issued | Handled | Issued | Handled | Issued | Handled
1 1417 | 859% | 1540| 742 % 17.60 | 722 %
2 1450 | 64.4% | 18.60 | 81.4% 19.60 | 73.2%
3 1633 | 622% | 17.20| 62.9% 1820 | 69.4 %
4 1650 | 75.8% | 17.80| 54.7% 18.00 | 64.8 %
5 1400 | 571% | 17.20| 557 % 19.00 | 57.1%
6 16.50 | 76.8% | 16.00 | 74.0% 18.60 | 64.6 %
7 16.83 | 693% | 1940 | 69.2% 19.60 | 69.5 %
8 1583 | 72.6% | 19.00| 78.3% 19.20| 759 %
9 14.67| 602% | 16.00| 443 % 1580 | 75.5%
10 | 1483 60.7% | 11.60| 333 % 15.60 | 47.8%

Table 4: # Queries Issued and Fraction Processed

The number of requests issued in the Baseline Treat-
ment is higher than in the other treatments for one
group only. lL.e., despite the fact that one node earns

more than the others, nodes keep participating in the
system with the same intensity.

7. Discussion

We now address the relevance of our results for system
design from a computer-science perspective. We do so
by describing two plausible incentive mechanisms for
CAN that differ regarding one specific design issue
and explaining that our study helps to choose between
them. This design alternative is just a simple example;
there are further alternatives where our current work is
insightful. Two reputation mechanisms for CAN are
conceivable: (a) The cut-off value is predefined, i.c.,
fairness, and (b) a peer can fix the cut-off value itself,
e.g., to the average degree of cooperation of its neigh-
bors (competition). Several real-world file-sharing sys-
tems [24][34] have implemented a mechanism similar
to (a), i.e., this current discussion is not constructed. (a)
does not expose the nodes to competition. A partici-
pant is likely to favor fair outcomes, by trying to con-
tribute as much as the others. Efficiency is low, and
participants are unlikely to contribute more than they
have to. Our experiments suggest that introducing
competition into the system, i.e., Alternative (b), could
change this. Nodes could quantify the degree of coop-
eration of a neighbor as its contribution divided by its
consumption. A node that wants to consume more ser-
vices also has to contribute more. With Alternative (b),
one would have an incentive to contribute more, lead-
ing to competition and to more cooperation.

8. Conclusions

Structured networks are heterogeneous, i.e., nodes
have different benefits and cost structures. Efficiency
is an important design objective. We have studied the
effect of heterogeneity on efficiency in one specific
structured network. A key aspect of our study is how
competition and fairness affect the efficiency of net-
works. We use behavioral experiments to investigate
this. Such experiments are the means of choice — stan-
dard economic models assuming only selfish actors fall
short when it comes to predict the degree of coopera-
tion in scenarios similar to the one studied here: For
instance, several game-theoretic models predict free-
riding of all participants in peer-to-peer filesharing net-
works. Nevertheless, measurement studies show that a
fraction of the participants actually contributes [1].

Our results are as follows: Efficiency in structured
networks does not decrease, the strategies of the nodes
do not change, no additional leaves occur, and coop-
eration persists if we compare the homogenous to the
heterogeneous case. This shows that structured net-
works are systems that actually benefit from competi-



tion. This result is important: It means that structure
can help to reach efficiency under heterogeneity, and
that fairness considerations do not influence the be-
havior of the participants.
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